Master project: Modeling in Support of Business
Continuity Management

Institut für Informatik und
Wirtschaftsinformatik (ICB)

Term: Winter term 2019/20
Language: Englisch
Motivation
Business continuity is defined in ISO 22301 norm as “capability of an enterprise
to continue with the delivery of products or services at acceptable predefined
levels following disruptive incident”. Business continuity management (BCM)
aims at avoiding any interruptions that could lead to significant losses and/or a
failure to achieve the organization’s main objectives. BCM encompasses such
areas as business continuity planning, service continuity, and crisis
management.
Effective BCM ensures that organizations can provide a minimum acceptable
service in the event of a disaster, and helps preserve organizations’ reputation,
image and revenue. In order to support BCM many standards have been
proposed, e.g., ISO 22301, BSI 100-4, Good Practice Guidelines, BS25999-1 and
BS5999-2, or ITIL. A growing body of legislation requires organizations in
essential areas to design and implement effective business continuity
arrangements. Among others, organizations operating in critical infrastructure
industries (e.g., healthcare) are required/soon will be required to implement
incident response capabilities in line with, e.g., the requirements of EU’s
Directive on security of network and information systems.
Taking into account the growing role of IT artifacts for organizations – virtually
every business relies on information technology – on the one hand, BCM needs
to consider additional threats that may disrupt the business, e.g., cyber-attacks,
failures in the cloud environment, resulting out of the usage of IT, on the other
hand, BCM considers IT as a way to cope with some potential threats, and be
able to respond and recover in case something happens.
A BCM lifecycle involves identifying threats, performing a business impact
analysis, designing and implementing a business continuity plan, compiling
documentation, measuring and testing performance, and maintaining and
improving BCM processes. Business continuity planning involves developing,
testing and maintaining business continuity plans that enable an organization
to continue operating during and after a disaster. The resulting business
continuity plan must identify the key business functions that must be resilient,
define recovery of critical business functions and define contingency measures
when recovery is not possible. Many researchers and practitioners argue that
the process of business continuity management in general, and business
continuity planning in particular, can be efficiently supported by applying
conceptual modeling. The main benefits of application of conceptual modeling
in general, and enterprise modeling in particular, during the planning process is
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that an enterprise model provides required information on the enterprise
action system (e.g., business processes) and enterprise information systems
needed to generate such a plan, allows to take a holistic approach when
analyzing the organization, provide information on the existing dependencies
(e.g., which processes depend on which IT resources), and provide related
guidance across all the phases.
Description
The main goal of this project is to conduct analysis of the BCM field with the
aim to analyze the possible role of modeling in general, and modeling of IT
infrastructure in particular, in the BCM processes. To this aim the students
should:
1. Make themselves familiar with the relevant literature and
norms/standards on BCM with the emphasis on the role of IT in the
BCM process
2. Identify the possible role of conceptual modeling in support of BCM
process
3. Identify main scenarios and use cases, which should/could be
effectively supported by using conceptual models of IT
infrastructure (integrated with other perspectives on organization,
e.g., business process, business goals)
4. Derive a set of requirements for effective support and use these
requirements to evaluate existing approaches to model IT
infrastructure (both stand-alone as well as being part of Enterprise
Modeling/Enterprise Architecture approaches)
5. Formulate recommendation and assess the maturity of the field.
Expected outcomes
A final report encompassing above-mentioned aspects, critical reflection on
effectiveness of the support provided by the modeling approaches. Final
presentation of the obtained results.
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